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I. PURPOSE:

This policy defines how computers and the Flint Hill Fire Department (FHFD) computer network may be accessed and used.
II. DISCUSSION:

The security of the FHFD computer network and department computers is essential to the proper functioning of the department.  To insure the security of the department’s information technology resources, this policy describes the requirements for members to use department owned computers as well as the requirements for members to connect to the department computer network with their own computers. 

For purposes of this policy, computers are defined as any electronic device capable of connecting to the department’s network.  This includes laptop computers, desktop computers, tablets, IPads, cell phones, or similar devices.
III. POLICY:

DEPARTMENT OWNED COMPUTERS
1) Members shall not access any department owned computer unless authorized to do so by the FHFD Information Technology Manager (ITM) or designee.
2) Members shall not use another person’s credentials to access any department owned or licensed computer, software, or file.
3) Members shall not download any software or other file to a department owned computer unless authorized to do so by the ITM or designee.
4) Members shall lock or sign off a computer whenever they leave the computer for any reason. This is to prevent unauthorized access to department resources. 

5) The FHFD provides “public” computers at each station for members personal use, provided the policies in the USE OF DEPARTMENT NETWORK are complied with.

6) Access to computers connected to the department’s non-public, business network is restricted to authorized users (members with a network login ID). These computers have internet access that is restricted to official department business only. Members shall not access their personal email, social network sites, or perform any personal business or searches using these computers. 
NON-DEPARTMENT OWNED COMPUTERS
1) Members may access the department’s public network using their own devices provided the policies in the USE OF DEPARTMENT NETWORK are complied with.
2) Non-department owned computers connected to the department public network must have an up-to-date virus protection program installed and running prior to connecting to the department public network. This is required each time a connection is made.
USE OF DEPARTMENT NETWORK
1) Non-members of the department shall not access the department network unless authorized to do so by the ITM or designee.
2) While connected to the internet through the department network, users shall refrain from accessing any internet site that may cause harm to the network or any computer attached to the network or bring disrepute to the department’s reputation. Examples of such sites include, but are not limited to, pornographic, gambling, hate, and dating sites.

3) Members shall not disclose network access keys, security codes, passwords, etc. to any other person. All network access must be authorized by the ITM or designee. 
