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I. PURPOSE:

To define practical policies for the use of social media and networking by Flint Hill Fire Department personnel.
II. DISCUSSION:

The Flint Hill Fire Department (FHFD) recognizes the importance of social media, multi-media and networking for its members and acknowledges its members have the right under the First Amendment, in certain circumstances, to speak out on matters of public concern.  However, the department reserves the right to regulate the professional or personal use of social media when such use:


· Is used to harass other members of FHFD, another fire department or its members where the content is not of public concern or protected under the First Amendment

· Creates a hostile work environment which invokes harm and/or discrimination

· Breaches confidentiality obligations (written or photographic) of the fire department and its members according to township, county, state and federal regulations and laws

· Disrupts or harms the reputation and professionalism of  FHFD
· Violates FHFD Bylaws, Policies or Operating Guidelines/Procedures.

III. POLICY:

Social media and networking includes, but is not limited to, the use of social networking sites such as: Twitter, Facebook, LinkedIn, YouTube, MySpace, and blog sites.  It also includes the use of digital and cellular devices (phones, PDAs, cameras, etc.) 

1. A member may not post or discuss views and opinions on behalf of FHFD unless specifically authorized to do so by the FHFD Chief

2. When using social media a member must explicitly state any post that could be construed as relating to the FHFD is the personal opinion of that member and does not represent the views of the FHFD or its members.

3. FHFD  reserves the right to demand certain subjects be avoided, the withdrawal of certain posts and the removal of inappropriate comments made by a member if the communication could be construed as relating to the FHFD.

4. Members are prohibited from mentioning other FHFD  members or their families (Ex: spouses, children, parents, etc.) on personal social networking sites without the individuals’ expressed consent unless the member is addressing an issue of public concern and the member’s speech falls under applicable constitutional protections.
5. Members are prohibited from using the FHFD logo, images or trademarks in their personal posts or social networking sites.  This includes any image of FHFD apparatus, stations, uniforms, equipment, property or members.
6. Members may not use cellular phones or other cameras to take pictures (still or video) or post comments of incidents scenes at any time. For training or documentation purposes FHFD may designate specific members to take pictures as necessary.  These designated members are not restricted by this provision.
7. Members are required to use appropriately respectful speech in their personal social media posts and refrain from harassing, defamatory, abusive, discriminatory, threatening or other inappropriate communications.

8. Members are responsible for their personal posts on social media sites. Members may be sued by other members or any individual that views a member’s social media posts as defamatory, pornographic, proprietary, harassing, libelous or creating a hostile work environment. As such activities are outside the scope of employment and volunteerism; members will be personally liable for such posts or claims.

9. Members are required to comply with all FHFD policies and procedures with respect to the use of computer/network equipment or other electronic devices when accessing social media and networking sites. Any access to personal social media and networking activities while on department property or using fire department equipment must comply with policy 201.02 COMPUTER USE.
10. FHFD reserves the right to monitor all members’ use of department computers and other electronic devices, including member’s blogging and social networking activity. A member should have no expectation of personal privacy in any personal communication or post made through social media while using department computers and networking equipment, telephones or other fire department electronic data devices.

11. All posts on personal social media must comply with the FHFD policies and applicable laws concerning confidentiality, including the confidentiality of member personal information. If a member is unsure about the confidentiality of information the member is considering posting, the member should contact the Chief or PIO before posting.
12. A member may not link a personal social media site or webpage to the FHFD website or post department material on a social media site or webpage without written permission from the Chief or PIO unless the FHFD has provided a public access point for sharing material.
13. Members may not provide a FHFD assigned email address for registration or use on a social media site.

